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	About the use of this document and related resources 

This agreement should be reproduced on the pharmacy’s headed paper, then signed by each relevant member of staff.
One signed copy must be retained in the individual’s personnel file, and another copy must be kept by the member of staff.

This document supports the pharmacy’s compliance with the NHS Data Security and Protection Toolkit (DSPTK).

Related policies and templates can be found on Community Pharmacy England’s Data Security Templates webpage.

This template was last updated in January 2026.




Purpose of this agreement

You have been granted administrator-level access to pharmacy IT systems subject to your acceptance of this declaration. This access comes with greater responsibility because it allows you to view and manage sensitive information when that is required. By signing this agreement, you confirm that you understand and accept these responsibilities.

Our uses of administrative controls

Administrator access is granted only where necessary to maintain the security, functionality, and continuity of pharmacy IT systems. These controls are in place to protect patient data, ensure compliance with NHS standards, and support safe pharmacy operations.

What Administrator Rights Are For

System maintenance and updates:
Applying software patches, security updates, and config changes to keep systems secure and operational.

User account management:
Creating, modifying, or disabling user accounts when staff join, leave, or change roles.

Troubleshooting and technical support: 
Investigating and resolving system errors or performance issues that affect pharmacy services.

Backup and recovery: 
Managing data backups and restoring systems in case of failures or disaster recovery.


Security monitoring: 
Reviewing summary logs and alerts to detect and respond to potential security threats.

Compliance checks: 
Ensuring systems meet NHS Data Security and Protection Toolkit requirements and other regulatory obligations.

What Administrator Rights Are NOT For

[image: Badge Cross with solid fill]Accessing patient records or staff data out of curiosity or for non-work purposes.
[image: Badge Cross with solid fill]Making changes that are not authorised or documented.
[image: Badge Cross with solid fill]Sharing administrator credentials with anyone else.
[image: Badge Cross with solid fill]Using admin privileges for personal benefit or outside the scope of pharmacy operations.


Transparency and Accountability

· All administrative actions are logged and auditable.
· Admin accesses can be reviewed regularly to ensure they remain appropriate.
· Breaches of this policy may result in disciplinary action and reporting to relevant authorities.

Your responsibilities

[image: Warning with solid fill]1. Use access only for your role and tasks

Administrator privileges must only be used:

· For tasks that are necessary for your defined role (e.g., IT support, system maintenance, troubleshooting pharmacy systems).
· Never for personal purposes, curiosity or tasks outside of specific administrative tasks.
· Do not access or change data or settings unless it is directly required for the specific job you are authorised to perform.
· If you are unsure whether an action is appropriate, seek approval first from your manager or the relevant person within your organisation.
· This prevents overreach and protects patient confidentiality and pharmacy operations.
[image: Lock with solid fill]
2. Protect confidentiality and respect privacy

· Safeguard patient data, staff information, and any other sensitive data.
· Respect the privacy of system users at all times.
· Do not access, share or disclose information without proper authorisation.
[image: Shield Tick outline]
3. Maintain system integrity
· Avoid actions that could compromise security or disrupt pharmacy operations.
· Report any suspected security or privacy issues immediately.

[image: Scales of justice with solid fill]
4. Comply with laws and policies
· Follow all relevant NHS, pharmacy, and data protection regulations.
· Keep up to date with any policy changes.

Declaration

I confirm that:
· I understand the importance of protecting data and systems.
· I will use my administrator privileges responsibly and only for my role and authorised tasks.
· I will respect the privacy of system users and comply with all applicable laws and policies.
· I will take all necessary precautions to maintain confidentiality and integrity.

	Signature (electronic* or ink):
	


	Name (printed):
	


	Role:
	


	Date:
	




*Note: Email or alternative remote confirmation that you have read and accept this confidentiality agreement is fine. Your employer may then file the email electronically as your confirmation.

	[image: Badge Tick1 with solid fill]      
       DO’s: Use access for authorised tasks only, follow policies, respect privacy, and report issues.
[image: Badge Cross with solid fill]
       DON’Ts: Access data out of curiosity, make unauthorised changes, share passwords.
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