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Introduction
This guide and list is designed to help community pharmacy owners and teams assess how well their IT systems meet operational, clinical, and regulatory needs. It is also intended to help IT suppliers with their considerations.
It can be used alongside the Pharmacy IT systems: A roadmap and checklist, and other support materials referenced throughout. Together, these resources offer a practical way to review your current system or explore new options.
The guide covers a range of areas — from data security and access control to usability and supplier support — to help you make informed decisions and ensure your system works for your pharmacy, your team, and your patients.
The guide includes nine key areas to consider:
1. Access Control 
2. Archiving 
3. Assurance and interoperability 
4. Digital clinical safety (DSC) 
5. Connectivity 
6. Data integrity and protection/impact 
7. Training 
8. Updates 
9. Usability, system selection and contractual matters 

Part 1: Access Control assessment
Use this section to check how your system manages secure access for staff and patients.
	Considerations
	Notes / information

	· 1a. Does the system require NHS Smartcards, Care Identity Service (CIS) or CIS2 authentication?
	

	· 1b. Is multi-factor authentication (MFA) available for staff and, if relevant, patients?
	

	· 1c. Will staff need Smartcard role changes to access the system?
   
            (If yes, will you need to contact your 
            Registration Authority (RA)?)
	

	· 1d. Any other access control considerations?
	



Part 2: Archiving assessment
Use this section to review how your system stores and retrieves data.
	Considerations
	Notes / information

	· 2a. Can records be saved in an auditable format (e.g. showing who made changes, when, and how)?
	

	· 2b.  Is there a clear process for how long data is kept and how it can be retrieved?
	

	· 2c. Any other archiving considerations?

	



Part 3: Assurance and interoperability assessment
Use this section to check whether your system is recognised by NHS bodies and integrates well with others.
	Considerations
	Notes / information

	· 3a. Has the system received some level of technical or clinical assurance from NHS England, DHSC, or NHS Digital Services for Integrated Care. You can check Community Pharmacy England’s supplier lists and NHS supplier lists for assurance status.
	

	· 3b. Can the system share data with other systems, or will staff need to enter the same information more than once?
	

	· 3c. Any other assurance or interoperability considerations?
	




Part 4: Digital clinical safety (DSC) assessment
Digital clinical safety (DSC) is about making sure your IT system supports safe, effective care — and doesn’t introduce new risks for patients or staff.
This section helps you check whether your system meets NHS safety standards and whether your supplier has taken the right steps to assess and manage risks.
Support materials are listed below:
DSC guidance and support materials
General digital clinical safety support materials (NHS England):
· DSC template documentation 
· Strategy for DSC safety 
· DSC Team of NHS England 
Specific support materials :
· AI-enabled ambient scribing products 
· Clinical decision support systems: an implementation guide
· Robotic Process Automation (RPA) recommended standards. RPA is software that uses "bots" to automate repetitive, rule-based tasks typically performed by humans (e.g., data entry, transaction processing, and responding to simple customer queries).
DSC training
· DSC training options (includes the choice of the e-Learning for Healthcare (e-LfH))
Other DSC-related materials:
· Data security templates (Community Pharmacy England) include documents such as the ‘Physical security risk assessment template’ (which sets out how hardware can be dealt with), ‘Mobile computing guidelines’ etc.
DSC IT solution standards
Some (but not all) DSC-related standards are listed below:
· Digital technology assessment criteria (DTAC) provides NHS England guidance for IT suppliers to assess their solutions
· The recommended NHS data security frameworks for IT suppliers (e.g. Cyber Essentials, ISO270001)
· Data Security and Protection Toolkit completion by IT suppliers
· Suppliers or NHS England (or both working jointly) may maintain and/or provide template risk management documents about NHS England’s Guidance to maintain clinical risk management standards
· DCB0160: Clinical Risk Management – includes a framework to enable health and care workers to be aware that their systems are suitable for use.
· Safety hazard logs, clinical safety cases etc 
· The NHS England guide DCB0129: Clinical Risk Management is designed to support IT system suppliers to assist with their assessment of their solutions – with a focus on digital clinical safety. NHS England guidance has indicated that system suppliers which are assured may be able to provide a copy of a summarised copy to users of their systems.
Use this below to help assess whether your system supports safe use in practice.
	Considerations
	Notes / information

	· 4a. Has the supplier aligned their system with the NHS Clinical Risk Management framework?

Look for evidence of compliance with
· DCB0160: Clinical Risk Management – (deployment safety) includes a framework to enable health and care workers to be aware that their systems are suitable.
· 
· The NHS England guide DCB0129: Clinical Risk Management (supplier safety) is designed to support IT system suppliers to assist with their own assessment of their solutions, with a focus on digital clinical safety. 

NHS England guidance has indicated that system suppliers which are assured may be able to provide a copy of a summarised copy to users of their systems, or may be developing these.
	

	· 4b. Has the supplier shared a draft safety hazard log or similar documentation with your pharmacy?

· Suppliers can use NHS safety and safety use case templates and may share summary copies to users who request this. Some supplies may be developing these for their users to satisfy DCS.

	

	· 4c. Any other digital clinical safety considerations?
	



Part 5: Connectivity assessment
Use this section to check whether your system will run smoothly on your existing hardware and network.
	Considerations
	Notes / information

	· 5a. Can the software run on your current computers and devices?
	

	· 5b. Is your hardware compatible with the system’s technical requirements?
	

	· 5c. Does it follow the NHS Spine Warranted Environment Specification (WES)?
	

	· 5d. Will your IT support team need to allow access to specific websites or IPs?
	

	· 5e. Does the system require access to the Health and Social Care Network (HSCN)?
Note: NHS England is pursuing IT that moves towards secure internet-based access (see the NHS Internet First policy).
	

	· 5f. Any other connectivity considerations?
	



Part 6: Data integrity and protection/impact assessment
Use this section to check how your system supports data protection and privacy compliance.
	Considerations
	Notes / information

	· 6a. Will your privacy notice need updating to reflect any new data processing? Pharmacy privacy notice templates are available to help with this.
	

	· 6b. Has the supplier (or NHS England/DHSC) provided a draft Data Protection Impact Assessment (DPIA)?
[Note: A DPIA template for pharmacy system selection is available. 
	

	· 6c. Has the supplier provided guidance to help you complete the Data Security and Protection Toolkit (DSPTK)?
See DSPTK webpage ‘supplier’ section. 
Note: Community Pharmacy England’s IT team can provide IT suppliers with template support materials to assist with this.
	

	· 6d. Other data protection considerations?
	



Part 7: Training assessment
Use this section to review how training is provided and whether it meets your team’s needs.
	Considerations
	Notes / information

	· 7a. A clear training plan or process for staff?

	

	· 7b. Is training available when the system is first introduced and for new starters?
	

	· 7c. Are refresher materials (e.g. factsheets, videos, or on-screen help) easy to access without needing a login?
	

	· 7d. Are there short, practical ‘how-to’ videos or guides for locums and part-time staff?
	

	· 7e. Any other training or support considerations?
	



Part 8: Updates assessment
Use this section to check how your system handles updates and maintenance.
	Considerations
	Notes / information

	· 8a. Can software patches, antivirus updates, and hardware fixes be applied automatically?
	

	· 8b. Will the system alert you if updates are missed or delayed?
	

	· 8c. Any other update or maintenance considerations?
	



Part 9: Usability, system selection and contractual matters assessment
Use this section to assess how well the system supports your day-to-day operations and whether the supplier relationship is clear and reliable.
	Considerations
	Notes / information

	· 9a. Is the system interface easy to use, efficient, and intuitive for your team?
	

	· 9b. Are the supplier’s contractual terms clear and transparent? (See guidance.)
	

	· 9c. Does the system match your pharmacy’s operational needs and workflows?
	

	· 9d. Will it help reduce workload, or could it create new burdens?
	

	· 9e. What innovation does the system offer now — and what’s planned for the future?
	

	· 9f. Do the supplier’s service levels and support meet your expectations?
	

	· 9g. Any other usability or contract-related considerations?
	



	
Note: This template document is intended as a guide and may not be exhaustive. You are encouraged to contribute to its improvement by providing feedback to da@cpe.org.uk. 

This template was last updated: November 2025
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